FileSure Installing and Setting Up the FileSure Web Console on Windows 2008 R2 Standard

ByStorm Software www.bystorm.com 877-BYSTORM

This document walks through our process of installing & setting up the Web Console—with all the errors and fixes we
encountered. Hopefully by reading through this first, you can eliminate some troubleshooting in your installation and
have a quick and easy set-up (or if you hit the same small snags we did, you’ll know how to address them!).

To Install and set up the FileSure Web Console on Windows 2008 R2 Standard, here are the first steps:

Install Windows 2008 R2

Apply all the Microsoft updates

Add the Web Server role

Install FileSure 2.5

Start Microsoft IE 8 and accept all the defaults

Browse to http://localhost to ensure that IIS is working.
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7. Start FileSure from the start menu.
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8. Moving on, create a sample rule to turn on which monitors file accesses:

t  Analysis, Reports and Alerts

5 / Audit accessto files

Folder Who i=s reading patent data or
customer lisiz?

@ | Search auditlogs

a. Click “Audit access to files”
b. Typein ‘txt’ in the extension area and select ‘Text Document’:

%y Audit Access to Files =10] %]

o] e

What file types?
Select the types of files for which you want to record user accesses. /
Description :
@

p i Text Document

e T Cancel

c. Click Next
d. Select “They are on every drive on the computer”

%y Audit Access to Files =10] x|

Where are the files?
Select the location where the files are located. /

\Where are these files?

They are all in a certain folder (and subfolders)

They are on every drive on the computer

They are on just some of the drives

< Back Cancel




9. Now there is a new file auditing rule called ‘Watch File Accesses’

r'
Common tasks | Fule management | Analysis. Reports and Merts]

[w] Auditing Rule - Trial Rule for Local Machine - Audit Access to Micfosoft Office File

Auditing Rule - Watch File Accesses

10. Now I right click on the desktop and create a text file.

11.
[N .

View * | Folder

Sort by ¥ [@|shortout

Refresh
| &% Bitmap image

Faste Contact

Paste shorkeut o

Undo Delete Ctrl+2 = Rich Text Document
‘ Text Document

Mew ] 1, Compressed (zipped) Folder

12. = 5creen resolution

13. Then | rename the new text file to cause something to be recorded (the rule doesn’t pick up ‘creates’ only
accesses to existing files)

14. Verify that FileSure detected and recorded the file rename

“x; FileSure Defend- Trial version expiring in 21 days. o ]
File Options Workstations Help

Current file activity for : WIN-38FUN3RNRJN ~ Mote: Selecting a different machine will clear the file activity window. @

Time | Usemame | Operation | File

927 513PM WIN-38FUN3RN...  Openedfor Del...  C\Users\allengb*Desktop'MNew Text Document bd
927 513PM WIN-38FUN3RN...  Rename Cilsers'allengbDeskiop ' New Text Document b to C:\Users'\allengb* DesktopBob td




15. Let’s set up the automatic publishing

W=

Metwork options ~ Console options  Senvice options Secunty  Pull rules/Push data | Pubhish
¥ Publish audit logs to Microsoft Access File

Publish audit log every I_ED minutes. -H-

Publish the last |_3|3' days of auditing data.

Faolder to publish to:
IC:‘-Jnetpub‘amwvmnt

[ Include workstation audit logs

« 0K B} Cancel

16. While we’ve set the schedule up to happen every 30 minute, since we’re just starting the publishing, FileSure
publishes its current log. So you can check to make sure that it’s really there:

(S o)
S : _
euv | | - Computer - Local Disk (C:) ~ inetpub - wwwroot - [EJ I Search wwwroot O]
Organize *  Indudeinlibrary =  Sharewith +  New folder = ~ 0O @
/¢ Favorites MName « | Date modified | Type | Size I
Bl Desktop || FileSure.mdb 9/22/2010 8:33FPM MDE File 152 KB
4. Downloads £ | iisstart.htm 9/22/2010 7:28 PM HTML Document 1KE
=i Recent Flaces R welcome.png 9222010 7:28 PM PMNG image 181KE
7 Libraries
@ Documents
J) Music
[E5] Pictures
E Videos
M Computer
ﬁh Network
< |+
) 3 itemns

17. Download (www.bystorm.com/binaries/webconsole.zip) and unzip into the wwwroot folder:
JlaTE

Copying 2,501 ttems (16.6 MB)

from WebConsole ... \WebConsole.zip) to wwwroot (C:\ne... Wwwwroot)
Discovered 2,501 items (16.5 ME)...

L
j More details

18. Click ‘yes’ and give permission to copy the files.


http://www.bystorm.com/binaries/webconsole.zip

19. If you browse to http://localhost you may get:

/2 1IS 7.5 Detailed Error - 404.3 - Not Found - Windows Internet Explorer

~=1al ]

g L/ ] hitp: /localhost/

<7 Favorites |1.5 & Suggested Sites = & | Web Slice Gallery =

@ 115 7.5 Detailed Error - 404. 3 - Not Found

Server Error in Application "DEFAULT WEB SITE"

|
Error Summary

| =11 E23| 53| o= 28

5~ Bl - =) o= - Page - Safety - Toos~ @~

Internet Information Services 7.5

HTTP Error 404.3 - Not Found

The page you are requesting cannot be served because of the extension

configuration. If the page is a script, add a handler. If the file should be
downloaded, add a MIME map.

Detailed Error Information |

HandlerStaticFile

ModuleStaticFileModule
MotificaticnExecuteRequestHandler

Error Code0x80070032

Reguested URLhttp:/ flocalhost:80/ Default.asp
Physical PathC:\inetpub\wwwroot' Default.asp
Logon MethodAnonymous

Logon UserAnonymous

[ Most likely causes: |

|Done

=
[T T T g [ tocdnvonet roecidmodes o0 [73 - [S00% -

20. Hmmmm . . . looks like IIS doesn’t like our ASPX files . . . you can start the Server Manager and go to the Web
Server role and add the server roles you need:

E_.. Server Manager

File  Action View Help

[ &% Web Server (IIS)
ﬁ! Interniet Information Se

Features
Diagnostics
Configuration
Storage

== [
B erver Manager (WIN-SOFUNGRIR
= i‘ Roles

% Provides a reliable, manageable, and scalable Web application infrastructure.
IZEZ' Role Services: 15 installed 5?}. Add Role Services
Role Sarvi I e I Remove Role Services

& Web Server Installed
& Common HTTP Features Installed
& Static Content Installed
& Default Document Installed
& Directory Browsing Installed
& HTTP Errors Installed

HTTP Redirection Mot installed

WebDAV Publishing Mot installed

Application Development Mot installed

ASP.NET Mot installed

NET Extensibility Mot installed

ASP Mot installed

CGI Mot installed


http://localhost/

21. Accept the suggested services. ..

Add Role Services x|

|

L Add role services required for ASP.NET?

- ﬁ:
— | You cannat install ASP.MET unless the required nole services are also installed.
HBole Services: Description:
= Web Server {[15) Wweb Server (1l5) provides a reliable,
= Web Server manageable, and scalable Web application
o infrastructure.
= Application Development
ISAP| Filters
ISAP| BExtensions
MET Extensibility
| Add Required Role Services | Cancel |
@ Why are these role services required? y

22. Click next and install. Done:

Add Role Services

Installation Results

Role Services
The following roles, role services, or features were installed successfully:
Confirmation
Progress ~ Web Server (IIS) @) Installation succeeded
The following role services were installed:
Web Server
Application Development

ASP.MET

MET Extensibility

ISAPI Extensions

ISAPI Filters




23. Ok...browse to http://localhost and now you may see this . ..
T
@T\;}v | @] htio:/Mocalhost/ =l | #2|| x| & 5ing ol
i w Favorites | ‘i::"& @ Suggested Sites * & | Web Slice Gallery o

| —
' (C)HTTP 500 Internal Server Error | | - - [ p=h v Page - Safety - Toos~ @~ |

|
Internet Explorer x|

Cortent from the website listed below iz being a
° blocked by the Intemet Explorer Enhanced ——
Security Corfiguration.

aboutintemet

W Continue to prompt when website cortert is blocked:

Leam more about Intemet Explorer’s Enhanced Security Configuration...

If you trust this website, you can lower security settings for the site by adding it
to the Trusted sites zone. If you know this website is on your local intranet,

| review help for instructions on adding the site to the local intranet zone
instead.

To add this site to Trusted sites zone : Select the Tools menu, then Intemet
COiptions. On the Security tab, select Trusted Zone and then Sites.

Important: adding this website to the Trusted sites zone will lower the security
settings for all content from this web site for all applications, including Intemet
Explorer.

Wiaiting for res:ffieframe.dihttp_500.htm... | | | [ [ [ [fy [E mtemet | Protected Mode: On v [ Hwow -

Turn off IE ESC and try again and . . . drum roll:

/= The 'Microsoft.Jet.OLEDB.4.0' provider is not registered on the local machine. - Windows Internet

@;;: - I@, http: /localhost/default, aspx j B || [ X I Bing
. Favorites | 9.5 8 Suggested Sites ~ & | Get More Add-ons ~

{& The 'Microsoft. Jet. OLEDB. 4.0' provider is not register. .. | | fi - E) - [ o= - Page~ Safety - Tools~

Server Error in '/' Application.

The 'Microsoft.Jet.OLEDB.4.0" provider is not registered on the local machine.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information
about the error and where it originated in the code.

Exception Details: System.InvalidOperationException: The ‘Microsoft.Jet. OLEDE 4.0° provider is not registered on the local machine.

Source Error:

Line 16: if (1IsPostBack)
Line 17: i
Line 18: IEnumerable ie = AccessDataSourcel. Select(new DataSourceSelectiArguments());

24. If you too got this, it appears the ADODB drivers aren’t installed. Download and install MDAC 2.8
(http://www.microsoft.com/downloads/en/details.aspx?familyid=6CO50FE3-C795-4B7D-B037-
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http://www.microsoft.com/downloads/en/details.aspx?familyid=6C050FE3-C795-4B7D-B037-185D0506396C&displaylang=en

185D0506396C&displaylang=en

/~ Download details: Microsoft Data Access Components (MDAC) 2.8 - Windows Internet Explorer
@:; L IE I'|tt|:|:_."_."';.-';.-';.-.microsof't.|:om_."cI|:-';.11Ic-au:ls_."en_."cletails.aspx?‘famil'-;ichj E || I mdac download

.7 Favorites | 95 4 Suggested Sites ~ & | Web Slice Gallery =

88' "| @htb:!ﬂomlhast;’dehult.asp |EDownIoad details: Micros... X | | ﬁ - * [ gég + Page = Safety -

United

Microsoft Download Center

Downloads A-Z Product Families

___________o~gEIETY

Microsoft Data Access Components (MDAC) 2.8

Brief Description On this page
Microsoft Data Access Components (MDAC) 2.8 contains core Data Access 4 Quick Details
companents such as the Microsoft SQL Server ™ OLE DB provider and & Mo

ODBC driver.

& System Requirements

- Instruchions

+ Related Resources

i What Others Are Downloading

File Name: Size:
)

MDAC_TYP.EXE 5.3 MB
17% of MDAC_TYP.EXE from download.microsoft.co - | |:||£|

o

MDAC_TYP.EXE from download.microsoft.com

]
Estimated time left: & min 53 sec (879KEB of 5.29ME copied)
Download to: Temporary Folder

Transfer rate: 11.7KB/Sec
[T Close this diglog box when download completes

[Hpen [pen Folder | Cancel I

il SmartScreen Fiter checked this download and did not repart ary
E threats. Beport an unsafe download.



http://www.microsoft.com/downloads/en/details.aspx?familyid=6C050FE3-C795-4B7D-B037-185D0506396C&displaylang=en

25. Once you’ve downloaded and installed MDAC 2.8, try again:

/= The 'Microsoft.Jet.OLEDB.4.0' provider is not registered on the local machine. - Windows Internet

izt Bing

J A [ - || ka
@:;;. - I@, http: /localhost/default, aspx J 4| % I
. Favorites | 9.5 8 Suggested Sites ~ & | Get More Add-ons ~

{& The 'Microsoft. Jet. OLEDB. 4.0' provider is not register. .. | | - - [ = - Page~ gSafety - Tools ~

Server Error in '/' Application.

The 'Microsoft.Jet.OLEDB.4.0" provider is not registered on the local machine.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information
about the error and where it originated in the code.

Exception Details: System.InvalidOperationException: The ‘Microsoft.Jet. OLEDE 4.0° provider is not registered on the local machine.

Source Error:

Line 16: if (1IsPostBack)
Line 17: i
Line 13:

IEnumerable ie = AccessDataSourcel. Select(new DataSourceSelectiArguments());

26. Hmmm...let’s see....Ahhh...this is a 64 bit machine, MDAC is 32 bit.

27. Back to the Server Manager to change the Advanced settings on the default application pool:

-0
File Action View Help
(I
fr=me—— IE"'E
i Server Manager (WIN-38FUN3RNR
= i‘* Roles
= ?f] Web Server (II5)
W)y Internet Information Se

Internet Information Services (I15) Manager

(= G) [J » WIN-38FUN3RNRIN » Application Poals

This page lets you view and manage the list of application
pools on the server. Application pools are associated with
waorker processes, contain one or more applications, and

& - f @
j-Eeatures @ Application Pools (B
a E:?;;j:lachscn i’ &} Add Application Padl...
% Storage

Set Application Pool Defaults...

Application Pool Tasks

2 provide isolation among different applications. P Start
Default Web Site B st
Filter: ~ g Go ~ _ X *
L = Recyde...
MName = | Status | .MET Frame... I Manz
3 Acc Stacted ET Clacs Edit Application Pool
[E}DefaulthppPool  Started  v2.0 Intec || |[=E] BasicSettings...

28. We need to set ‘Enable 32-bit Applications’ to true:

Advanced Settings

E Cru

and click OK

2l
B {General} =
T
Enable 32-Bit Applications True ;il
et aed
Mame DefaultappPool
Queue Length 1000
Start Automatically True

Rename




29. Now...let’s try this one more time: http://localhost/Default.aspx and

[~ FileSure Web Console - Windows Internet Explorer o =] |
@:: - Iﬁ, 1ttp:/localhost/default. aspx j W42 X I Bing 2o
ﬁ Favorites | {:‘5 @ Suggested Sites = & | Get More Add-ons ~

@FileSure Web Console | | & - =[] géa - Page -~ Safety ~ Tools - @v

-

FileSure from ByStorm Software
9/27/2010 10:08:17 PM
through
9/28/2010 1:14:28 AM
ByStorm Total records: 66

Software

[l ——

[ 1
Drag a column header here to group by that column

I R N S
H = o

9/27/2010 10:08:17 PM| WIN-38FUN3RNRIN\allengb| Opened for Read/Write | C:\Windows\logs\ServerManager.log

9/27/2010 10:08:17 PM| WIN-38FUNZRNRIN\allengb| Write C:\Windows\logs\ServerManager.log

9/27/2010 10:10:04 PM | WIN-38FUNZRNRIN\allengb| Opened for Delete C:\$Recycle.Bin\5-1-5-21-3088050760-3504149413-2904064366-1000\$RISLPR4. txt

9/27/2010 10:10:04 PM | WIN-38FUN3RNRIN\allengb| Rename C:\$Recycle.Bin\5-1-5-21-3088050760-3504149413-2904064366-1000\$RISLPR4. txt

9/27/2010 10:10:04 PM| WIN-38FUN3RNRIN\allengb| Opened for Read/Delete| Ci\$Recycle.Bin\5-1-5-21-3088050760-3504149413-2504064366-1000\§ [J5LPR4. txt

9/27/2010 10:10:04 PM| WIN-38FUN3RNRIN‘allengb| Read C:\$REC¥C|E.BiI‘I\S-1-5-21-308805075U-3504149413-2904054355-1000\$IJSLPR4.D¢_IL|
| | B
|Done ’_’_’_’_’_’_|"|‘. Local intranet | Protected Mode: Off - | +100% - A

30. Woohoo!

31. Here is how you filter; the top row is called the ‘Filter’ row and that is where you refine your search. If you click
on one of the buttons you will be prompted to select what sort of filter you want to apply.

ByStorm .
ngvare‘ Total records: 66

Iyl T

)=

. = Equals I

9,/27/2010 10:08:17 PM| WIN-SSFUNSRNR.‘IN\EIIEHQIJ| Opened for Read/Write . inac
- # Mot Equals 1+—

9f27/2010 10:08:17 PM| WIN-BEFUNSRNRJN"I.EI||EI‘IQ|J| Write * Like nac
9/27/2010 10:10:04 PM| WIN-SSFUNSRNRJN\allengb| Opened for Delete [#]Not Like qos

7 < Less Than

9/27/2010 10:10:04 PM| WIN-saFumsﬂmmmallengb| Rename | <Less Than Or Equals 198
92772010 10:10:04 PM| WIN-BEFUNSRNRJN‘H.EI||EI‘IQ|J| Opened for Read/Delete | > Greater Than o8
9/27/2010 10:10:04 PM| WIN-SSFUNSRNRJN\allengb| Read = Greater Than Or Equals gz

- [E]Starts With -
9/27/2010 10:10:07 PM| WIN-BEFUNSRNRJN"I.EI||EI‘IQ|J| Opened for Read/Delete _ ADoes Not Start With 13
9/27/2010 10:10:07 PM| WIN-saFumsﬂmmmallengb| Read [E]Ends With 13
9/27/2010 10:10:15 PM| WIN-38FUNZRNRIM\allengb | Opened for Delete [/|Does Not End With

7 [m]Centains

92772010 10:10:15 PM| WIN-BEFUNSRNRJN"I.EI||EI‘IQ|J| Rename

- miDoes Not Contain

9f27/2010 10:11:16 PM| WIN-BEFUNSRNRJN"I.EI||EI‘IQ|J| Opened for Read/Delete



http://localhost/Default.aspx

32.

33.

If you double click in one of the cells on the filter row, you will be allowed to enter a filter.

t

-

[ 12

Drag a column header here to group by that column

Here is a ‘Contains filter’ of ‘log’ being applied to the Filenames.

Drag a column header here to group by that column

T [ = T

9/27/2010 10:08:17 PM | WIN-38FUNSRNRINYallengh| Opened for Read/Write | C:\Windows\logs\ServerManager.log

9/27/2010 10:08:17 PM | WIN-38FUNZRNRIN\allengb | Write C:\Windows'logs\ServerManager.log

5/27/2010 10:12:18 PM| WIN-38FUN3RNRIN\allengb| Opened for Read/Write | C:\Windows\logs\ServerManager.log

9/27/2010 10:12:18 PM | WIN-38FUNSRNRINYallengb | Write Ci\Windows\logs\ServerManager.log

9/27/2010 10:12:18 PM | WIN-38FUNZRNRIN\allengb| Read C:\Windows'logs\ServerManager.log

9f27/2010 10:22:18 PM| WIN—SSFUNSRNRJN\allengbl Opened for Read/Write | C:\Windows\logs\ServerManager.log

9/27/2010 10:22:18 PM | WIN-38FUNSRNRINYallengb | Write C:\Windows\logs\ServerManager.log

9/27/2010 10:24:18 PM | WIN-38FUNZRNRINYallengb| Read C:\Windows\logs\ServerManager.log

Hopefully this document will help you have a quick and smooth installation, enjoy your new web console!



